2026/10/25 18:25 1/2 00

HpN

OOCISBenchamrkD OO OO DOOOOOODOODOOODOOQBenchmarkd OO OSO OO Windows
11 23H2Q0 0 OVMwareO OO 0OO0OO00ODOOOWindow Server2022. 00190 000000000

1.Account Policies

1.1 Password Policy

1.1.1 Ensure 'Enforce password history' is set to '24 or more password(s)
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Computer Configuration\Policies\Windows Settings\Security Settings\Account
Policies\Password Policy\Enforce password history
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Define this policy setting

1.1.2 Ensure 'Maximum password age' is set to '365 or fewer days, but not 0

000000000000 0D0o0oooooooodnOoOO0OnOdl.l Password Policydl O O

0 1.2 Account Lockout Policyd O 0 O O O Default Domain Policy(l [0 GPOO O O O O O O DomainO
O0ooooooGePOOODOODOODOGPOODOOIDOODOODOOODODODOODOOPassword
PolicyDOODOODOODOODOOKD OODO OO O Active Directory Administrative Center. 0 0O O

0 J60Days

000 - https://www.trident365.com/


https://www.trident365.com/lib/exe/detail.php?id=resources%3Aos%3Awindows_11%3Abaseline&media=resources:os:windows_11:pasted:20241117-224419.png

Last
update:
2024/11/17
22:53

resources:os:windows_11:baseline https://www.trident365.com/doku.php?id=resources:os:windows_11:baseline&rev=1731851639

O0000O00O0OO00O[BestPractice)l 00000 O0DOOOOODOOOODOOOO

oOopooNSCOOO0OO0OO0OOoDOOobOobOoO0ooOobOOobOoboooooooDoOoDoOoo
aooo

gooo

Computer Configuration\Policies\Windows Settings\Security Settings\Account
Policies\Password Policy\Maximum password age

[

File Action View Help
e 2@ XE = HE

\=/ GPO-LabClients [WIN-COGM3OTSIMZ.LABLOCAL] P » || pglicy
w il Computer Configuration

| Enforce password history

w || Policies ! .
. ) | Maximum password age
| Software Settings
w || Windows Settings Maximurmn password age Properties

| Mame Resolution Policy
|| Scripts (Startup/Shutdown])
v o Security Settings
W j_—'_] Account Policies
- Password Policy
_j::| Account Lockout Policy Define this policy setting

: =5 Kerberos Palicy Password will expire in:
£l Local Policies

= 999| = days
7 Event Log MaxO O O

O0001-990 MixOD 0000 Oo0-9900

Security Policy Setting | Explain

}lg' Maximum password age

From:
https://www.trident365.com/- 0 0 O

Permanent link:
https://www.trident365.com/doku.php?id=resources:os:windows_11:baseline&rev=1731851639

Last update: 2024/11/17 22:53

https://www.trident365.com/ Printed on 2026/10/25 18:25


https://www.trident365.com/lib/exe/detail.php?id=resources%3Aos%3Awindows_11%3Abaseline&media=resources:os:windows_11:pasted:20241117-225335.png
https://www.trident365.com/
https://www.trident365.com/doku.php?id=resources:os:windows_11:baseline&rev=1731851639

	说明
	1.Account Policies
	1.1 Password Policy
	1.1.1 Ensure 'Enforce password history' is set to '24 or more password(s)
	1.1.2 Ensure 'Maximum password age' is set to '365 or fewer days, but not 0



