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1.Account Policies

1.1 Password Policy

1.1.1 Ensure 'Enforce password history' is set to ‘24 or more password(s)
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Computer Configuration\Policies\Windows Settings\Security Settings\Account
Policies\Password Policy\Enforce password history
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Security Policy Setting  Explain

Hg. Erforce password history

Define this policy setting

1.1.2 Ensure 'Maximum password age' is set to '365 or fewer days, but not 0
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Computer Configuration\Policies\Windows Settings\Security Settings\Account
Policies\Password Policy\Maximum password age
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Hg' Maximum password age

Password will expire in:
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1.1.3 Ensure 'Minimum password age' is set to '1 or more day(s)
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Computer Configuration\Policies\Windows Settings\Security Settings\Account
Policies\Password Policy\Minimum password age
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Hg. Minimum password age

Define this policy setting
Password can be changed after:

EEE = days

1.1.4 Ensure 'Minimum password length' is set to '14 or more character(s)
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1.1.5 Ensure 'Password must meet complexity requirements' is set to
‘Enabled'

O0000000000enabledd 0000000 OO0O0ODO0O0O-000000000002000
00000 -000006000 -00003000000000000A-Za-z,00000000000O
O000OUnicodeD0 0 000000 0ODO0ODOODO0ODO0ODOODOOODOODOODOOOOODOOO
0 O O O 0O Default Domain Policyd 0 0 O

0000000000000 0O00DOOCOoU00DoDOoOoOOOPassfitdicononoood
0O Shift+1~00 0 0 O O O OAlt+0128-01590 0 O

0000 Computer Configuration\Policies\Windows Settings\Security Settings\Account
Policies\Password Policy\Password must meet complexity requirements

1.1.6 Ensure 'Relax minimum password length limits' is set to 'Enabled’
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Policy\Relax minimum password length limits
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