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Name/Host/Alias Record Type  Priority Value/Answer/Destination
Blank or @ ) NA 216.239.32.21
Blank or @ MX 1 ASPMX.L.GOOGLE.COM
Blank or @ MX S ALTLASPMX.L.GOOGLE.COM
Blank or @ MX 10 ASPMX3.GOOGLEMAIL.COM
mail CNAME NA ghs.googlehosted.com.
Blank or @ TXT NA google-site-verification=6tTalLzrBX_Ks69jle8
WWW CNAME NA ghs.googlehosted.com.
02

0 0O 0O O https://support.google.com/a/answer/140034

1.00000000000000000000OMXDO OO OGWSO 2.7TLO O O 36000 O
. O00O0GmallD0O0O00Os84000 0000000000010 3.00000000000
M ooooewsSOoOooOOoDOooOOoOMXODOOOoOoOOooOooooDOoDboDboow+boo
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o3

0 O MX O O URLO https://toolbox.googleapps.com/apps/checkmx/
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Domain name

RUN CHECKS!
There were some critical problems detected with this domain. Mail-flow is probably affected. Please refer to the correspending help an
these.
(1] SPF must allow Google servers to send mail on behalf of your domain. @ Help center article
(1] Domain must have at least one mail server. @ Help center article
DKIM is not set up. @ Help center article
DMARC is not set up. (&) Help center article
MTA-STS DNS Record.
No Google mail exchangers found. Relayhost configuration? @ Help center article

goobooobooodod

o1

You need to make a change to your MX records and you want the change to be implemented as soon
as possible. What approach can you take?

e Change your MX records in the admin console and reduce the Time to Live (TTL) value to one
hour. Once the change has been implemented revert the TTL value to 24 hours

* Make the change in your DNS console and reduce the Time to Live (TTL) value to 1
hour. Once the change has been implemented revert the TTL value to 24 hours

e Change your MX records in the admin console and reduce the Time to Live (TTL) value to one
hour

e Make the change in your DNS console and reduce the Time to Live (TTL) value to 1 hour

Which type of DNS record determines where mail destined for your domain is routed?

e MX Record

e TXT Record

¢ NS Record

e CNAME Record
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In general, from where would you manage your domain's DNS records?

All of the options here
In your local DNS files
In your domain registrar console

In the Google Workspace admin console

What are common uses for a DNS TXT record when using Google Workspace? (Choose 2)

e Customise a Google service address
e Control inbound mail to your domain
e Domain verification

e Email security records

good

30 JSPFIDKIMO DMARC SPF: verify the domain you own DKIM: prevent email spoofing on outbound
message by adding an encrypted header DMARC: tell email servers how to handle messages that fail

SPF/DKIM checks

o1l

SPFOOOOOTXTOOODNSO XserverO OO DO ODOOODOOOOODOODO

include: spf.google.com ~all

dooddd200gogooo
0 O https://support.google.com/a/answer/33786#zippy=%2Cspf-%E8%AE%B0%E5%BD%95%E 7%A4%BA%E4%BEY%8B

0o2

Overview

~ Google Workspace

Service status

Moderation
Appsheet
Calendar
Cloud Search
Drive and Docs
Google Chat
Google Meet
Google Vault
Google Voice

Grouns for Rusiness

»| Authenticate email

Authenticate email

o To check how these settings are affecting email delivery and troubleshoot potential issues, go to Email Log Search GOTIT
DKIM authentication The domains you select will use the DKIM (DomainKeys Identified Mai) protocol for authenticating outgoing emails. Learn more

Selected domain
trident365.com

Status: Not authenticating email

You must
o start au

DNS Host name (TXT record name)

TXT record value:

\ GENERATE NEW RECORD

@ 'tmay take up to 48 hours for DNS changes to fully propagate

000 - https://www.trident365.com/
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Generate new record

You must wait 24 to 72 hours after enabling Gmail
with a registered domain before you can create a
DKIM record. Learn more.

If you are currently authenticating email from this domain,
generating a new TXT record will stop authentication until you
restart it and wait for DNS to update.

Select DKIM key bit length
2048

Prefix selector (optional)

google

CANCEL GENERATE
goboboooon

Status: Not authenticating email

You must update the DNS records for this domain.
To start authenticating email for the domain selected above, enter the following DNS TXT record into your domain provider's DNS
settings page. Then click "Start authentication.’

DNS Host name (TXT record name):
google._domainkey

TXT record value:
v=DKIM1; k=rsa;

p=MIIBIjANBgkqhkiGOWOBAQFFEAAQCAQRAMIBC QKN AQF AT an thi3Cel E:“;Q'“QMTBBDWOCHLIsXHAgSM]sXckNHQch
m
|

hTDKhrWZX6JL/cKGYsj zzr =i - gl i ] R N mfQ+/pLWFPHVUZ6
brSqu-.uqmml::;t' e, e r'!zﬁwlq.._wﬂuu et m oRNGL7up0TIhqv/UVbwSF1Z

91/k0ZQdfella™s ™ ol fate T i ™ —— Tl i o Ml =myNyETLfEGVF33IBPgWIDAQAB

GENERATE NEW RECORD

o It may take up to 48 hours for DNS changes to fully propagate.

START AUTHENTICATION

O0D0000OXserverODNSDKIMOOODOODDODOOODDODOOOODODO
https://support.google.com/a/answer/174124
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_dmarc.trident365.com TXT v=DMARC1; p=none; rua=mailto:admin@trident365.com 3600 0
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What is the main purpose of a Sender Policy Framework (SPF) record?

* It specifies which servers/domains can send messages on your behalf
e |t can be used to verify that message content is authentic and has not changed
e |t defines the action to take on suspicious incoming messages

You have been asked to implement DomainKeys Identified Mail (DKIM) for your organization. How
would you do this?

* Enable DKIM from Apps > Google Workspace > Gmail > Authenticate email

e Enable DKIM directly in your DNS records

e Generate a key from your DNS records and add it to the Google Workspace admin console.
Then Enable DKIM from Apps > Google Workspace > Gmail > Authenticate email

e Generate a DKIM record from Apps > Google Workspace > Gmail > Authenticate
email. Add the record to your DNS records and then start authentication from the
admin console

What policy defines what to do if an incoming message is not authenticated?

e SPF

e DKIM

e All of the options here
e DMARC

DKIM adds an encrypted signature to the header of all outgoing messages. What happens if you don't
turn on email signing with your own domain DKIM key?

¢ Gmail signs all outgoing messages with a temporary key generated for your domain

¢ Gmail signs all outgoing messages with this default DKIM domain key
=*.gappssmtp.com

* Gmail signs all outgoing messages with a key generated using the From address in the message

e Messages are sent as normal with no additional headers

Joogoa

gbobogobooobobooobooboooooboon
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Apps > Google Workspace > Settings for Gmail > Safety
Safety
M Gma” o To check how these settings are affecting email delivery and troubleshoot potential issues, go to Email Log Search.
Attachments Additional policies to protect against malware in emails. Learn more
Status Avplied at trident365.com
i Applied at trident365.co View affected emails (c uires Google Workspace Enterprise Plus edition
ON for everyone
Organizational Units Protect against encrypted attachments from untrusted senders
Encrypted attachments cannot be scanned for malware. Apply this action to any encrypted attachments sent by u &
Choose an action
Quarantine
« trident365.com Choose a quarantine
Contractors Default
Employees

wiz| OOO0OO0OOOODOOOOOCDOOOODOOOOODOOOOOOOOO0

o2

000000000000 0000000000000 0D 0OPOPOIMAPOD OO D OGWS SyncO OO

Apps > Google Workspace » Settings for Gmail » End User Access
. Showing settings for users|in Contractors
M Gmail

End User Access ~
POP and IMAP access Enable IMAP access for all users: OFF
Inherited from OU
'ﬂ;IEHtEbSEom Enable POP access for all users: OFF
Google Workspace Sync Enable Google Workspace Sync for Microsoft Outlook for my users: OFF
Inherited from ‘trident365.com'
Automatic forwarding [] Allow users to automatically forward incoming email to another address
Inherited from ‘trident365.com' Learn more
o Ove Zation

1 unsaved change CANCEL OVERRIDE

OCORulesOOODOOO

o3

The attachment section in the Gmail Safety settings page allows you to protect against malicious
attachments. What actions can you perform on a suspicious attachment? (Choose 2)

e Keep email in inbox without warning

¢ Move email to spam

e Send to a designated user

e Keep email in inbox and show warning

You have enabled protection against anomalous attachment types in emails from the Gmail > Safety
page but you are finding some emails with valid attachment types are not being delivered. How can
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you resolve this?

¢ Ask each user to create an allowlist of allowable file types

e Add an allowlist of allowable file types to the entry in the Attachments section on the
Safety page

e Have all messages that trigger this setting delivered to a quarantine and then release the
messages manually

¢ You cannot control what file types are considered anomalous so you must disable this
protection to allow messages to be delivered

What are valid reasons for allowing per-user outbound gateways in your organization? (Choose 2)

e An outbound gateway ensures that the same mail server delivers all messages from
otherdomain and that server has a record that the mail has been sent

e Mail delivery times are improved because messages bypass the Gmail servers

e An outbound gateway can prevent the appearance of “on behalf of” addresses in the
From field

¢ Allows your users to send mail from their business and personal Gmail account from one inbox

Google recommends against the use of the Image URL proxy allowlist?

e True
e False

001

ooboooorPoCcobOOoobOOoboOoOobDOoooobbOoboobooboooobooooboo

e > Settings for Gma Spam, phishing, and malware

R Showing settings for users in trident365.com
M Gmail
Spam, phishing, and malware A
Status
ON for everyone o To check how these settings are affecting email delivery and troubleshoot potential issues, go to Email Log Search. GOTIT

Organizational Units

Email allowlist

niP a st. Learn more

N Enter the IP addresses for your email allowlist
~  trident365.com

172.217.25.142
Contractors

Employees

Most changes take effect in a few minutes. Learn more
o ‘ou can view prior changes in the Audit log

Executive

unsaved change CANCEL SAVE

OooooooooooOoewSOOOOO0O OConsoled 00000
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Add address list

Name *

Block Me

Q_ search address

Address

&= ==y gogmail.com

BULK ADD ADDRESSES ADD ADDRESS

o Maost changes take effect in a few minutes. Learn maore
You can view prior changes in the Audit log

CANCEL SAVE

Add setting

Blocked senders Learn more

Required: enter a short description that will appear within the setting's summary.

1. Add addresy{omains that you want to automatically reject messages from

Mo lists use .
Use existing list Create or edit list

Select Address Lists

2. Edit the default rejection notice

Optional _ o ) ) i ) ) Address list name Number of addresses
Enter customized rejection notice. (e.g. "Your email has been rejected
violates organization policy").

Block Me 1

oon
O O https://support.google.com/a/answer/2364632?hl=zh-Hans&sjid=16549908282098203174-AP

0o2

00000 Gmail>Spam,Phishing and Malware>Spam
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Add setting

Approved Senders

All incoming messages are subjected to Google's spam filters. Messages that are detected as
spam are automatically placed in spam folder.

Options

Be more aggressive when filtering spam.

Put spam in administrative quarantine

Default

Options to bypass filters and warning banners

Bypass spam filters for internal senders.

Bypass spam filters for messages from senders omains in selected lists.

No lists used yet.
Use existing list Create or edit list

|:| Bypass spam filters and hide warnings for messages from senders or domains in
selected lists.

No lists used yet.
Use existing list Create or edit list

|:| Bypass spam filters and hide warnings for all messages from internal and external
senders (not recommended).

CANCEL SAVE
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Name *

Approved Senders

Q. search address

Address Authentication required (received mail only) Learn more

B s @ gmail.com .

BULK ADD ADDRESSES ADD ADDRESS

o Most changes take effect in a few minutes. Learn more
You can view prior changes in the Audit log

CANCEL SAVE

noie 0000000000000 0OOOOOSender authenticationD O OO OO OOOO >

e O0O0O0OSpamFilterJ0 000 OO O OO Scan >

0 00 0 0O https://support.google.com/a/answer/7380368

o4

Which of the following are reasons to use an inbound gateway? (Choose 2)

e Can be used for batch delivery of email to Gmail
e Improves mail delivery performance

e Spam filtering

* Message archiving

Your organization has been receiving unwanted emails from another organization, and attempts by
you to get the organization to stop sending the emails have failed. What approach is best to stop
messages from this organization from reaching your users?

¢ Configure a blocked senders list and add the domain's IP address to the list
e Ask each of your user's to block the domain
e Configure a blocked senders list and add the domain name to the list
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e Contact Google Support and ask them to block the organization for you

Messages from a single person that you trust are being marked as spam by Gmail. What approach is
best to ensure that these messages reach the intended recipients inboxes?

e Setup a security sandbox rule for the user to have all mail verified by the sandbox prior to
delivery

e Add a spam setting which bypasses spam filters for messages received from
addresses within an approved senders list. Add the user's email address to the list

e Ask each of your users to add the contact to their personal contacts

¢ Add the user's email address to your email allowlist

guogog

e Attachment compliance
e Content compliance
e objectionable content compliance

goobodad

* rejected before reaches the recipient
e be sent to admin
¢ be modified before delivery

DLPO O

Apps > Google Workspace > Settings for Gmail > Compliance

Content compliance Configure advanced content filters based on words, phrases or patterns.

M Gmail CONFIGURE

0o2
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| Modify message
Advanced content match

Headers
Location
o [J Add x-Gm-Original-To header

[] Add x-Gm-Spam and X-Gm-Phishy headers

Hatch type | [J Add custom headers

Subject -
Content e X Select Address Lists
upite] [T Prepend custom subject

Route

Address list name Number of addresses

[ change route
CANCEL  SAVE

Ad nvelope reci D Approved Senders
= .
d setting pe recipient

Change envelope recipient executive

Content compliance Learn more @ Replace recipient
Secure Project Jupiter N

samantha.morse@tride

nt.com|
1. Email messages to affect y

Hide options
[] inbound A Address lists

Outbound

Use address lists to bypass or control application of this setting Status Source Actions D
[ internal - Sending

@ Bypass this setting for specific addresses / domains

[ internal - Receiving sttachments  Enabled  Locally applied  Edit - Disable - Delete 78917

O Only apply this setting for specific addresses / domains

|
2. Add expressions that describe the content you want to search for in each message No lists used yet.
Use existing list  Create or edit list

IT ANY of the following match the message few minutes. Learn more

i ‘You can view prior changes in the Audit log
Expressions
Location: Bo .
oelon: Bocly re transport (TLS) compliance Require TLS when communicating with specified domains.
Contains text: jupiter

M Most changes take effect in a few minutes. Leamn more

O000000upiter(0 00000000000 DOOOOOODOOOODOOOO

0os3
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Add setting

Objectionable content Learn more

Looking for bad words

1. Email messages to affect

|:| Inbound

Outbound

Internal - Sending

|:| Internal - Receiving

2. Add words you want to search for in each message

Custom objectionable words

Enter words

S SET[)

3. If the above expressions match, do the following

Quarantine message

Move the message to the following quarantine:

Default

CANCEL SAVE
oo
gbbooobobooobbooobbooooo
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Apps » '.':'CC;Z e Workspace > -f*?".ti"l-:_l;“- for Gmail > Manage quarantines
Manage quarantines
M Gmail

| Manage quarantines

Name

Status
Default
ON for everyone

000000 OURL https://femail-quarantine.google.com/adminreview

obbooobbooobbooopooooboboooobooa

googog

e email and chat auto-deletion OO0 00000 O0O0O

e OCR for email attachment (DO OO OGWSO OO DOO)
e restrictdelivery (DO D OODOODOO

e Security sandbox (DO OOEDROC OO O OO

oS

You want to prevent your users from receiving mail from baddomain.com. What is the best way to
achieve this?

¢ Add baddomain.com to a blocked senders list

¢ Add baddomain.com's IP address to the blocked senders list

e 1Create a security sandbox rule to filter and delete messages to/from baddomain.com

e Configure the 'Restrict delivery' setting to prevent message exchange between your users and
baddomain.com

What actions can an administrator perform on a quarantined message? (Choose 2)

e Deny

Allow

Return to sender

Deliver to another recipient

In which type of compliance control can you apply a Data Loss Prevention (DLP) rule for Gmail?

¢ Objectionable content

e Content compliance

* Optical Character Recognition (OCR)
e Attachment compliance

Which statements are true for an objectionable content rule? (Choose 2)
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e An objectionable content setting works on inbound and outbound messages

¢ In an objectionable content setting you use a predefined list of objectionable words for filtering
for objectionable content

e An objectionable content setting works on inbound messages only

¢ In an objectionable content setting you create word lists for filtering for
objectionable content
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