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Overview

Security advisor (EID

Alert center

~ Authentication

2-step verification

Account recovery

Advanced Protection
Program

Login challenges

Security Settings

Organizational Units

™  trident365.com
Contractors
Employees

Fxarutive

Showing settings for users in trident365.com

2-Step Verification

Authentication

Add an extra layer of security to user accounts by asking users to verify their
Locally applied

identity when they enter a usemame and password. Leam more

B4 Allow users to tun on 2-Step Verification

Enforcement

@ off

) on

() onfrom Date o]

O02FA000000000O00DO00O0000000O

08 Dashboard
» 2 Directory
» [0 Devices
» i Apps
» < Generative Al
- Qlseary |

Security advisor ()

Alert center
» Authentication
» Access and data control
» (3 Data
» gl Reporting

» B3 Billing

e Security Settings

Organizational Units

~ trident365.com
Contractors
Employees

Executive

Password Management

Password management

Configure password policies for your organization

Locally applied

‘These pelicies dorit apply in some cases, such as when users are authemticated by a
third party identity provider. Leam more

strength

Users are required to use strong passwords. Leam more

[ Enforce strong password

Length

Strength and Length enforcement

Changes 1o

enforcement the next time a u: s
Enforce password policy at next sign-in
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Security » Less Secure Apps

e Security Settings

Users

Groups

Organizational Units

Search for organizational units

~  trident365.com

Contractors
Employees

Executive

Showing settings for users in trident365.com

Less Secure Apps

Less secure apps
Applied at ‘trident365.com

Control user access to apps that use less secure sign-in
technolegy and make accounts more vulnerable. Leam more

A Starting in Summer of 2024, Google Workspace accounts will no
longer support less secure apps, which ask you to sign in to your
Google Account with your username and password. To access
platform-specific and third-party apps, you must use QAuth. To
prepare for this change, visit Transition from less secure apps to
OAuth

(@) Disable access to less secure apps (Recommended)

~

() Allow users to manage their access to less secure apps
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Security > Account Recovery

Showing settings for users in trident365.com

~ Security

Account Recovery

Users ~
- - Super admin account recovery Super admins can recover their own accounts if they forget their password. Leam more
oups applied at ‘trident365.com’
Allow super admins to recover their account
Organizational Units ~ ON

Search for organizational units

= trident365.com User account recovery Users and non-super admins can recover their own account if they forget their password. Learn more
Applied at ‘trident365.com’
Contractors i |
This setting doesn't apply if you're using single sign-on (SS0) with a third-party identity provider or Password Sync.
Leam more
Employees
Executive Allow users and non-super admins to recover their account
OFF
Recovery information Recovery information is used in user security anomalies and user account recovery. Learn more

Applied at ‘trident365.com’

This setting doesn't apply if you're using single sign-on (S50) with a third-party identity provider or Password Sync.
Ensure that you are legally allowed 1o collect end-user phone and recovery email information. Learn more

If recovery info options are trned off, user accounts are less secure.

Allow admins and users to add recovery email information to their account
ON

Allow admins and users to add recovery phone information to their account
ON

00 O O Allow users and non-super admins to recover their accountd O ONJO O O

o2
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Users » Alex Bell > Security

ADMIN User details Security Groups Investigate

Alex Bell T
alex.bell@trident365.com

Active Password settings
Last sign in: Hasnit signed in
Created: Jan 19, 2025

Password Reset Alex's password.

Organizational unit

trident365.com > Executive

Security keys Alex has no security keys. Learn more |
RESET PASSWORD
UPDATE USER Advanced Protection OFF
Once you turn off Advanced Protection enroliment, only the user can re-enroll. Learn more
ADD ALTERNATE EMAILS
Trouble signing in
ADD TO GROUPS Use a backup code for users who are unable to use their security key to sign in. Get a backup code from the 2-Step Verification card
EMAIL
2-step verification OFF | Mot enforced across your organization
SUSPEND USER
The ability for users to sign in with an additional authentication factor, in addition to using their username and password (e.9. a
RESTORE DATA verification code). Change security settings
Only the user can turn on 2-step verification.
Learn more
DELETE USER
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Recovery information Email
Add a recovery email

Phone
Add a recovery phone

Recovery information is used to secure user accounts at sign-in and during account recovery.

Require password change OFF
This password won't need to be changed once Alex signs in

Login challenge Turn off identity questions for 10 minutes after a suspicious attempt to sign in. Learn more

Sign in cookies Resets the user's sign-in cookies, which also signs them out of their account across all devices and browsers

Application integrations

Application-specific password 0 application-specific passwords. Learn more

Connected applications 0 applications connected to this user. Learn more
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[ » 2-Step Verification

2-Step Verification

Securlty Settmgs Authentication Add an extra layer of security to user accounts by asking users to verify their
Inherited identity when they enter a username and passwaord. Learn more

rganizational Units ~ Allow users to turn on 2-Step Verification

Enforcement

B O off
v trident365.com () on &EZ”3EE"JNEN|\@

(® onfrom Feb 13,2025 ol

Contractors

Employees
New user enrollment period
Allows new users some time to enroll before enforcement is applied

None

Frequency
roups A~ Users can avoid repeated 2-Step Verification at login on their trusted devices. Learn more

Allow user to trust the device

t. Learn more Methods
Select the method to enforce. Learn more

Search for a group @® Ay

o Any except verification codes via text, phone call

(O only security key

2-Step Verification policy suspension grace period
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Google session control
~| @ security
Overview
. Showing settings for users in Contractors
security advisor (I Security
Alert center ~ N
Google session control ~
Organizational Units ~
» Authentication
Session control .
- Access and data control Search for organizational units Innerited ent365 com Applies only to your users with Google Workspace Business Plus licenses. Learn more
API controls ~ trident365.com Web session duration
Duration after which the web session expires and users are prompted for credentials. Learn more
Data classification Contractors
This setting does not affect native mobile applications and some mabile browser sessions
Label manager (D) Employees

Data protection

Executive A new duration setting applies when the user signs out or when the current session expires

Google Session control

Google Cloud session
control

Less secure apps erride
» (3 Data , |
» il Reporting
» B Billing
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unsavedchange ~ CANCEL OVERRIDE

The IT manager at your organization wants to know the advantages of using 2-step verification for

your organization. What should you say? (Choose 2)

1. It'll greatly reduce the risk of unauthorized access if a user's password is

compromised

2. We wouldn't have to manage individual user IDs and passwords for each user

w

It would be a great opportunity to make sure everyone is the organization has a security key

4. It'll reinforce our domain’s password security by requiring our users to enter an

additional code or use a security key to sign in

What are some best practices for reinforcing and monitoring the security of your domain?

1. All the options

2. Disable access to less secure apps

3. Set up 2-step verification

4. View and manage your users' security settings

Where do you go to manage your users' password strength?

1. Security > Password management* - Reports > Security - Users > Account - Security
> Password monitoring The IT manager at your organization hasn't had a chance to
explore the admin console yet but wants to know what individual security settings
he can manage for a user. What are some examples you could give him? (Choose 3) -
Review a user's administrative access - Require a password change - Temporarily
disable the user's login challenge for 10 minutes - Determine if the user is enrolled in
2-step verification Your organization has decided to enforce 2-step verification in 2
weeks. What actions should you keep in mind when enforcing 2-step verification?
(Choose 3) - You'll want to provide a lead time for users to enroll before enforcement
- Enforcing 2-step verification will not affect your users as they can still opt-out. -
When you create new user accounts after enforcement, you will want to allow them a
grace period before they need to enroll otherwise they will be locked out of their
accounts - You'll want to confirm that all of your users are enrolled before

enforcement ## SSOU [
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