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1. Google workspace,0 OO GmailJJCalendar,Drive,Docs0 00 00 00O O
2. Additional Google Service,[0 Blogger[lGoogle BooksO O O O OGWSO O OO O 0O O
3. Marketplace apps,0 00000000

O00D00D0DOoO0oOoooSitesjO0O0O0OoOoOO0O
B Apps » Google Workspace

Overview
-~ Showing status for apps in all organizational units @ ADD SERVICES
~ Google Workspace 'C) Google Workspace
[ services Service Status Actions
Moderation All users in this account ) 6 AppSheet ON for everyone
Appsheet
Groups v 0O B ceensar ON for everyone
Calendar
Organizational Units ~ Cloud Search ON for everyone
Cloud Search 0 @ o
Drive and Docs Search for organizational units 0O & oeanapocs ON for everyone
Gmail S trident365.com O M omai ON for everyone
Google Chat Contractors
[ Googiechat ON for everyone Learn more about Google Chat
Google Mest Rgloyees
Execuiia. [ M ocoogle Meet ON for everyone
Google Vault
Google Voice d n Google Vault ON for everyone
Groups for Business O &% ocooglevoice ON for everyone
Jamboard
(] ; Groups for Business ON for everyone
Keep
0 N Jemboard ON for everyone
Migrate
Stes d Keep ON for everyone

Tasks \1 W Migrate ON for everyone _—_—_"—‘>
fimm:amiolg‘esmms O e Leamn more
00000Bloggerd 0000000000000 O0DDO DO AdditionalGoogleService]d O O
O Blogger[]O O O O O OFF[]

i Apps

All users in this account [0 senvices + Service Status Actions
Overview

» Google Workspace Groups v O 9 asudo ON for everyone
Additional Google services Organizational Units ~ 0 G Applied Digital Skills ON for everyone <> Turn OFF for everyone
Web and mobile apps Leammore
Search for organizational unts ON foreveryone
Google Workspace

Marketplace apps ~ trident365.com [ @ compsionntansger ON for everyone

AP e

OO0O0000O0o0ooOuOoosSitesnD00dOonoooOO

We are sorry, but you do not have access to Sites. Please log in to your Admin Console to enable it. Go here to learn more.

Sign in with a different account
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OooooudOdOoOoOOnOSitesddOdONDO

Search for organizational units D L Drive and Docs ON nherited
~  trident365.com D M Gmail ON nherited
Contractors
I . Google Chat ON nherited Learn more about Google Chat
Employees
D “ Google Meet ON nherited
D n Google Vault ON nherited
D c Google Voice ON nherited
D g Groups for Business ON nherited
D B Jamboard ON nherited
D Keep ON nherited ON (Override)
" Migrate ON nherited OFF (Override)

D o et penmae

O O O Executived O OUJO O O O Sites[JON[JOverride[]d O 0O O O GoogleChat(JO O O O O ChatO O 30
O0O00O0OOFFOOO00O0O0OdOFF

Showing settings for users in Contractors

R Google Chat

Service Settings ~
Groups e

Chat Select which chat services are available to your users. Learn more
Organizational Units ~ nherited

(®) ON for everyone

Search for organizational units () OFFfor everyone

~  trident365.com

| it

Employees

Executive

OVERRIDE

o3

OOGroups[ONODOODODO ODOODOEdgeD D0 DO OODODOOOOOENegrayD 00D OD0OO0DOOO
O O GoogleSites
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RiEER, BABUEA Google WHE¥ . LI ME—ErnEERFEA:

« EEERENENEAERFEAXTES.
« SEONEESIEEHERTENES.
* ‘ZH Google Workspace iJ®EAgEE BT H.

UNEEAED Google BRS, FrEEFE=AEREMRESE=. IFRNFFE, B85

AN SRS, 0on

O O Group[]

Group details

Group name *

Group email *

access.sites trident365.com

Group description

Users with access to the sites service regardless of their QU setting

Group owners

Who will have the owner role for this group.

Search for a user's name or email address

Group labels
Mailing
For email and distribution lists

D Security

To easily identify and manage groups you apply policies to, such as access control, add the Security label to them. Learn about security groups

For controlling access to sensitive data and resources. You can't remove this label.

OOENeD00D00O0OO0OOApps>Google Workspace>Service Status,Groups O [0 O O Access.Sites,
O00D0000SitesJ)OOTURNONO O ODOSitesj0 000000 OoQonO
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~ Google Workspace

G Google Workspace

Showing status for apps in Access Sites @@

ADD SERVICES

Service status ] services * Service Statu Actions
Moderation All users inthis account n a AppSneet
AppSheet
O B oo
Calendar
. Cloud Search
Coud search Search for a group 0 &
Access Sites
Drive and Docs
Drive and Docs access sites@trident365.com ] L
Gail O M omal
Google Chat
l I Google Chat Learn more about Google Chat
Google Meet
[ M ocooolemeet
Google Vautt
Google veica O B coogeva
Groups for Business D c Google Voice
Jamboard
O & GroupsforBusiness
Keep
O Jamboard
Migrate
sies o e
Tasks O W e \
Additional Google services O P

H 1000000000000 0ONODDOOODOGroupd O OOO0ODOOFF 2.00 Access
GroupOOOOOOOUOODOOOOODODODOOOGroupd Member 0 OO

o4

godooooodoooon
Account settings -

i Preferences ~
ﬂ Account settings
Release preferences
New features Choose how to release new product features to your /s
organization. Learn more about release tracks and upcoming

features

Scheduled release

_@f) Rapid release - Your users receive new features when

Google releases them

I~
O]

) Scheduled release - Your users receive new features
typically 1-2 weeks after Rapid Release. You can learn
about the feature and notify users before it's released

CANCEL

o1l

For a domain that has implemented an organizational hierarchy, at what levels can Google Workspace
services such as Sites and Gmail be turned on AND off? (Choose 2)

1. At the domain level

2. At the organization level
3. At the OU level

4. At the group level

What is the correct pathway in the admin console to getting to Google Workspace core services list?

1. Admin Console > Apps > Additional Google services
2. Admin Console > Apps > SAML apps
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3. Admin Console > Apps > Google Workspace
4. Admin Console > Apps > Marketplace apps

All Additional Google services are turned ON by default.

1. True
2. False

0O O O Additional Google Servicell O 00 OFFO O O CS FirstO EarlyAccessApps

Which four of these apps are Google Workspace core services that are covered in the Google
Workspace Terms of Service? (Choose 3)

Sites

Blogger

Currents

Google Drive
Google Calendar

ke whe

#OOD100GmallDoooooo

gooooooboooodon
O0ooOoOoooooo
O0oooOoooOond

0000 Gmail
00000000o0o000OoOoooodaemail

vk wh -

~ Google Workspace M Gmail ‘Smart features and personalization Tum on/off smart festures and personslization in Gmall, Chis, Meet and other Google procucts

Service status

Moderation
s
Themes vetusordehoose tarow terezon | ERILON
AppSheet Applied st trident365.cor
Calendar

Cloud Search Email read l‘ecelp‘ts are otfcations
at trdent365.cx

Read receipts are o that can be sent 1o and from your sers toverlfy that mail has been read. Le
o o Do ot allow email read receipts to be sent L %
Drive and Docs i HINT A

Gmail
Mail delegation Lﬂ Let users delegate access to their mailbox to other users in the domain | 2% i\ OFF
Google Chat Applied at ‘trident365 com Existing delegations will De hiaden, when this feature is isabled -
Google Meet Sender information shown to recipient
R Allow users to customize this setting
Google Vault ] 9
Google Veice (®) show the account owner and the delegate who sent the email
Groups for Business () show the account owner only
Jamboard Group delegation sef
From the Gmail setting add an intemal group as the delegate so that every group member (external guests are not included) will automatically
be granted the m:
Keep
[ Allow users to grant their mailbox access to a Google group
Migrate . cden, when this feature fs isabled.
Sites
Tasks

Additional Google services
1 unsaved change CANCEL SAVE
Web and mobile apps
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offline (Chrome only). Learn more
s the Gmail offline Chrome application.

Gmail web offline
Applied at ‘trident365.com

s Enable Gmail web offline

Offline data on device

From the Gmail settings, users can choose whether offline data is kept/removed from their computer after they sign out of their Google account. Keeping
data on the device is not recommended on shared computers. Deleting data on sign out will require Gmail to be resynced each time users sign in, which

may take a few hours.

|:| Force deletion of offline data on sign out of Google account
Users will not be able to choose whether offline data is kept or removed on sign out.

o Most changes take effect in a few minutes. Leam more
You can view r changes in the Audit log

1 unsaved change

OO00OContractorsOOUOD O Gmaill0 O 000000 OOOODOOO

trident365.com
Name format Name: taining Chinese, Japan r Korean characters will nt be affected
Inherited from ‘trident365.cont
First Last
Employees
Allew users to customize this setting: ON
Executive

Gmail web offline vel fline (Chrome only). Learn mare
herited from O  Gmail offine Chrome application

‘trident365.com’

CAMCEL SAVE

02

! Enable Gmail web offline
Offline data on device

From the Gmail settings, users can choose whether offline data is kept/removed from their computer after they sign out of their Google account. Keeping
data on the device is not recommended on shared computers. Deleting data on sign out will require Gmail to be resynced each time users sign in, which
may take a few hours.

D Force deletion of offline data on sign out of Google account
L il

U will not be able to choose whether offline data is kept or removed on sign out.

@ (0verice villovernule th
Most changes take

inherited from parent organizational unit ‘trident365.com'
w minutes. Learn more

00 0 ExecutivesOOUD OGWSO O OO OODDODODOODODDOGWSMOOGWSD OutlookD OO OO

~ Google Workspace
Service status
Moderation
AppSheet
Calendar
Cloud Search
Drive and Docs
Gmail
Google Chat
Google Meet
Google Vault
Google Voice

Groups for Business

. Showing settings for users in trident365.com
M Gmail

End User Access
Groups v

POP and IMAP access 8 Enable IMAP access for all users

Organizational Units ~
Applied at trident365.com Team more.

y ; (®) Allow any mail client
Search for organizational units -

(O) Restrict which mail clients users can use (OAuth mail clients only)
~trident365.com

Contractors

Employees

Executive

[ Enable POP access for all users
Leam more

@ Vosicha

You can

n a few minutes. Leam more
changes in the Audit log

Apps>Google Workspace>Gmail>End User Access,l OO POP and IMAP access,J O O O O O O IMAP

OPOPO OO
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Google Workspace Sync

Applied at ‘trident365.com

Download Google Workspace Sync for Microsoft Outlook.

Google Workspace Sync for Microsoft Outlook is a plugin that provides high fidelity contacts, calendar and email synchronization. It also
provides access to Free/Busy information for users at trident365.com and to the Global Address List for trident365.com from within

Outlook's Calendar. It enables your users to use Outlook easily with Google Workspace.

D Enable Google Warkspace Sync for Microsoft Outlook for my users
Learn more

o P c s take effect in a few minutes. Learn more
‘You can view prior changes in the Audit log

1 unsaved change

SAVE

OO0SyncJOOODOOODOODODOODOSYyncO OO

https://support.google.com/a/answer/4455451?hl=zh-Hans&ref topic=22447&sjid=13335410792753

334229-AP0000000000Outlook0 00000000000000GWSMOOOOOO0O00
O00GWSIODODO0O00O0OGWMMO[]

o3

0000000 MOoOoO0O0GoogleD 00O O0ODOOOODODOOUOODOOOODOODOOODO

ggoboooboobodobbooobbooooboogobo

Overview

Google Workspace M Gmail

Service status

Moderation Status

ON for everyone
Appshest
Calendar Organizational Units
Cloud Search

Drive and Docs

~  trident365.com
Contractors

Google Chat

Employees
Google Meet
Executive
Google Vault
Google Voice

Groups for Business

Jamboard

Compliance

@ o check how these settings are affecting email delivery and troubleshoot potential issues, go to Email Log Search GOTIT

Email and chat auto-deletion
Applied at trident365.comt

Comprehensive mail storage
Inherited

Append footer

Restrict delivery

Automarically delete email and chat messages for al users. Leam more
Do not delete email and chat messages automatically.

The auto-deletion setting applies to email and chat messages in the user's inbox and archived messages. It does not apply to
messages in the Trash folder, which are deleted permanently after the specified number of days.

Leam more

Ensure that a copy of all sent and received mail is stored in associated users’ mailboxes: OFF

Set up outbound footer text for legal compliance, informational or promotional requirements.
CONFIGURE

few mintes. Learn more
he Audit log

Restrict the domains that your sers areallowed to exchange email with

000 - https://www.trident365.com/


https://www.trident365.com/lib/exe/detail.php?id=resources%3Acourses%3Agws_c2&media=resources:courses:pasted:20250122-174642.png
https://support.google.com/a/answer/4455451?hl=zh-Hans&ref_topic=22447&sjid=13335410792753334229-AP
https://support.google.com/a/answer/4455451?hl=zh-Hans&ref_topic=22447&sjid=13335410792753334229-AP
https://www.trident365.com/lib/exe/detail.php?id=resources%3Acourses%3Agws_c2&media=resources:courses:pasted:20250122-202511.png

Iiz;itlfpdate: 2025/01/23 resources:courses:gws_c2 https://www.trident365.com/doku.php?id=resources:courses:gws_c2&rev=1737607281

Add setting

Append footer Learn more

Trident365 compliance footer

1. For all outbound email messages, append the following footer

BJIUSeo==X
T

Ivl
I‘I

X X

Font
Background Color

Font Color

This message (and any associated files) may contain confidential and/or
privileged information. If you are not the intended recipient or authorized to
receive this for the intended recipient, you must not use, copy, disclose or
take any action based on this message or any information herein. If you have
received this message in error, please advise the sender immediately by
sending a reply email and delete this message. Thank you for your

cooperation

2. Options

D Append the footer to messages being sent within your organization.

23 B) R EB B 4 A 7 hn

CANCEL SAVE
ggooogn
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Add setting

Attachment compliance Learn more

Remove video and music attachments

1. Email messages to affect

Inbound

D Outbound
D Internal - Sending

D Internal - Receiving

2. Add expressions that describe the content you want to search for in each message

If ANY of the following match the message

Expressions

No expressions added yet. Add \

ADD

000 - https://www.trident365.com/
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Add setting

File type

The attachment is of type

Office documents (.doc, xls, .ppt...)

D Office documents which are encrypted

D Office documents which are not encrypted

Video and multimedia (.mpg, .mov, .avi...)

Music and sound (.mp3, .wav, .aiff..)

D Images (jpg, .gif, .png...)
Compressed files and archives (_zip, tar, .gz...)

D Compressed files and archives which are encrypted
D Compressed files and archives which are not encrypted

Custom file types - Match files based on file name extension

Also match files based on file format [ supported types)

Mote: For your protection, all executables are automatically rejected.

CANCEL SAVE
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Add setting

3. |f the above expressions match, do the following

Modify message

Headers

D Add ¥-Gm-Original-To header
D Add ¥-Gm-Spam and X-Gm-Phishy headers

D Add custom headers

Subject

D Prepend custom subject

Route

D Change route

Envelope recipient

D Change envelope recipient

Spam

D Bypass spam filter for this message

Attachments

Remove attachments from message

Append this text to notify recipients that attEacrEeqts have been removed:

B

<<< Attachments were removed because of an administrator policy. ===
goooad

000 - https://www.trident365.com/
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Test for compliance footer WeiEEE x & @
B <72t @trident365.coms woEEE O ® 9«
Test

This message (and any associated files) may contain confidential and/or privileged
information. If you are not the intended recipient or authorized to receive this for the intended
recipient, you must not use, copy, disclose or take any action based on this message or any
information herein. If you have received this message in error, please advise the sender
immediately by sending a reply email and delete this message. Thank you for your

cooperation
® “m N ™ B:35PM (0 minutes aga) < 6 :
g tome~
Thix

we ol <zzi@trident365.com> F20255£1 522 HE= 20:3388:
Test

This message (and any associated files) may contain confidential and/or
privileged information. If you are not the intended recipient or authorized to
receive this for the intended recipient, you must not use, copy, disclose or take
any action based on this message or any information herein. If you have
received this message in error, please advise the sender immediately by
sending a reply email and delete this message. Thank you for your
cooperation

<<= Attachments were removed because of an administrator policy. ===

o2

Which of the following actions can be taken on a message when an attachment compliance rule is
matched? (Choose 3)

1. Modify message

2. Reject message

3. Deliver message

4. Quarantine message

Which of these settings do the users control from their Gmail settings? (Choose 2)

1. Create a personal email alias
2. Name format (eq. First, Last)
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3. Add POP3 accounts to the user's inbox
4. Display language for the Gmail interface

Which of the following settings cannot be set from the Gmail service settings?

1. Default language

2. Name format

3. Allow users to delegate access to their mailbox
4. Allow users to set Gmail themes

#UOOD1000O0OOOoobooooooboboooboobooooboooo/mxo

Google Workspace » Settings for Calendar > Sharing settings

H Aops ~pps
Overview
Showing settings for users in trident365.com
Google Workspace l31 Calendar
Service status
Sharing settings
Moderation Users e Z <
AppSheet Groups - Working location Allow users to set their daily working location. Learn more
Sroups pplied at ‘trident365.com’ OoN
Organizational Units ~
Cloud Search
Drive and Docs Search for organizational units External sharing options for primary Outside trident365.com - set user ability for primary calendars
calendars . Only free/busy information (hide event details)
Gmail ~  trident365.com Applied st trident
Google Chat Contractors
Google Meet Employees Internal sharing aptions for primary Within trident365.com- set default
. calendars
Executive S o Share al information
Google Vault pplied at rident365.co
Internal sharing options for primary Within trident365.com - set default
calendars

Users will be able to change this default setting. Super Admins have 'Make changes and manage sharing’
access to all calendars on the domain. Learn more

Applied at ‘trident365.com

™

I -
() Mo sharing

[:} Only free/busy information (hide event details)

'C_:' Share all information

w minutes. Learn more
e Audit log

CANCEL

OOobOOoOoDoOooooboooo/m

Apps > Google Workspace » Settings for Calendar > General settings

- (oo}
31 Calendar

External sharing options for secondary Outside trident365.com - set user ability for secondary calendars

calendars
By default, secondary calendars are not shared outside trident365.com. Select the highest level of sharing

that you want to allow for your users.

{®) Only free/busy information (hide event details)

C} Share all information, but outsiders cannot change calendars
(O share all information, and outsiders can change calendars

(O share all information, and allow managing of calendars

e minutes. Leam more
s in the Audit log

1 unsaved change CANCEL

SAVE

Primary0 00 000000OCODOOOO0OOODOOOOCOODOOOOOOODOOOOO
O00000O0D00O0O OSecondaryD 00O O0ODOCOOOOODOOOOPODOO
000000000000 0000000D00O00000D0OOSecondaryD 0000

O00OSecondaryD 00O ODODOOOODO DO
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0000000000000 0000D0O0OBoardroomdOEllle0 000000000 DOOOODODO
00000000 O000BusinessPlusD 00000000000 OOO0ODOOOOOOODO

0o3

What are Calendar Resources? (Choose 2)

1. Bookable conference rooms
2. Contacts

3. Bookable equipment

4. Calendar dates

What can users control when it comes to their Calendar?

1. Users control what they share externally from their secondary calendars
2. Users control what they share externally from their primary calendar

3. Users can create their own resources

4. Users control what they share internally

Which Calendar settings can an administrator control for everyone in the organization? (Choose 2)

Default level of internal sharing for primary calendar
Calendar delegation to other users

Highest level of external sharing for primary calendars
Access to individual calendar labs

Time zone selections for calendar display

ke whe

What are recommended to be configured before adding resources to the organization? (Choose 2)

1. Features
2. Groups to provide access to each resource
3. Locations
4. Buildings

01

OO00000O0O0000DOOoO000ooOooO0ooooOoooooogoounkoDoOoOO
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Showing settings for users in trident365.com

L Drive and Docs

Service status

Sharing settings ~
Moderation Users v

AppSheet Groups v Sharing options [ sharing outside of tridents65.com
Calendar Applied at wridem365.co Select the highest level of sharing outside of trident365.com that you want to allow
~
Cloud Search Organizational Units () OFF-Files owned by users or shared drives in trident365 com canit be shared outside of trident365 com
loud Seard
Search for Dvganizal\'una\ units Allow users in trident365.com to receive files from users or shared drives outside of
Drive and Docs tridentaes.com
~  trident365.
Gmail ricenisbo.com (O) ALLOWLISTED DOMAINS - Files owned by ussrs o shared drives in trident365.com can be shared ¥
o Contractors with Google accounts in compatible allowlisted domains. Lear more
Google Chat
& le Meet Employees * No domains allowlisted. CONFIGURE
oogle Mee
Executive

Google Vault Warn when files owned by users or shared drives in trident365.com are shared with users in
allowlisted domains

Google Voice
Allow users in trident365.com to receive files from users or shared drives outside of allowlisted

Groups for Business domains

Jamboard Allow users or shared drives in trident365.com to share items with non-Google users in trusted
domains using visitor sharing. Lear more

Keep

(®) ON -Files owned by users or shared drives in trident365.com can be shared outside of v

Migrate Trident365.com

sites warn when files owned by users or shared drives in trident365.com are shared outside of
trident365.com

Tasks

Allow users or shared drives in trident365.com to share items with people outside
Additional Google services trident365.com who arent using a Google account

Web and mobile apps HH @f_ﬁ

& When sharing outside of trident365.com is allowed, users in trident365.com can make filesand 4
N Google Workspace published web content visible to anyone with the link.

00000 1.https://support.google.com/a/answer/60781
2.https://support.google.com/docs/topic/4671185

General access default When users in trident365.com create items, the default access will be:
Applied at nt365.com

O Private to the owner

| @ The primary target audience can access the item if they have the link

O The primary target audience can search and find the item. Learn more

Most changes take effect in a few minutes. Learn more
You ¢ w prior changes in the Audit log

1 unsaved change ~ CANCEL SAVE

O0LnkDDOOODO20000

l. 0000000 00bO0obOoooobOoooooobobDoooooD

2. 000000000000 00000000D0O0ONctionD 000000000 O0OODOOOO
HEN

O0000O0oooODriveOOODODDOODODOOODDDODOODOOODODDODDOOOOO
ODriveDOOOOManagerD 000000 OD0OOOOOODOO

Sharing options Sharing outside of trident365.com

Applied at ‘trident365.com Select the highest level of sharing outside of trident365.com that you want to allow:

O OFF - Files owned by users or shared drives in trident365.com can't be shared outside of trident365.com

Allow users in trident365.com to receive files from users or shared drives outside of

trident365.com
@ |ALLDWLISTED DUMAINSI Files owned by users or shared drives in trident365.com can be shared ¥
with Google accounts in compatible allowlisted domains. Learn more
' No domains allowlisted. CONFIGURE

Warn when files owned by users or shared drives in trident365.com are shared with users in
allowlisted domains

Allow users in trident365.com to receive files from users or shared drives outside of allowlisted
domains

[] allow users or shared drives in trident365.com to share items with non-Google users in trusted
domains using visitor sharing. Learn more
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Allowlisted domains (0) Add dormain

» it Apps

Domain
» 4 Generative Al

v ;’ Security
v Data
v 1ls Reporting
» B9 Billing
- @ Account

Account settings

Admin roles I']'.

- Domains
Overview

Manage domains

Allowlisted domains

Joz200000

O000000EditordViewerJDOOODODOOODOOOwnerJODOOOOOOwner0O0OOO0O

Apps Apps > Google Workspace > Settings for Drive and Docs > Transfer ownership
Overview
Transfer ownership A~

~ Google Workspace ‘ Drive and Docs

Seniice status other

Moderation Status “The original owner will retain edit access to the files following the transfer

ON for everyone

AppSheet ! Fromu

Calendar -

Cloud Search Touser

Drive and Docs

Gmail

Google Chat

wiel] O0O0D0OOOOODOOCOOOOwnerDOOOOODO >

Your Google Workspace data transfer & @
was successful for Samantha Morse to
Ellie Gray & «

The Google Workspace Team =worksp... 2137 (0788 % & :
0000Dn0oooon
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D Timothy Lee tim.lee@trident365.com Active (created 3 days ago) Hasn't sign Reset password  Rename user | More options ™
. ) ) ~ ) _ . Add to groups

D Tom Edison tom.edison@trident365.com Active (created 3 days ago) Hasn't signed in
|:| Will Marconi will. marconi@trident365.com  Active (created 3 days ago) 3 days ago Email user
D ERE 3R zzt@trident365.com Active (created 3 days ago) About 23 hours ago Suspend u

Restore data

Restore data

Timothy Lee

Restore data that Timothy deleted within the last 25 days.
Learn more

Date range (GMT +2:00)

Tue, Jan 21, 2025 = Wed, Jan 22, 2025 =

Application

Drive

Gmail

CANCEL RESTORE

gboboogobooboogoo
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000000000 000000D0000000OD00000DDOOO([ODSFolder)

Apps » Boogle Workspace » Settings for Drive and Docs > Features and Applications

L Drive and Docs

Users ™
Groups ~
Organizational Units ~

$Search for organizational units

~ frident365.com
Contractors
Employees

Executive

Showing settings for users in trident365.com

Features and Applications ~

Offline

Applied at ‘triden3

65.comi

(O) control offline access using device policies
Copies of recent files are only synced and saved on devices if you've defined a managed policy to do
so. Follow these steps to set up and manage a policy. Note: All users will lose access to offline
documents on all devices if managed devices policies are not set

@ Allow users to enable offline access (recommended)
Copies of recent files will be synced and saved on the user's computer and computers they trust.

few minutes. Learn more

CANCEL

O00D000 O000DO https://support.google.com/docs/answer/6388102 O O [JSamd O O O Firefox

gobooooooood
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Google Drive for desktop ~
Enable Drive for desktop Allow Google Drive for desktop in your organization
Applied at "trident365.com’ Google Drive for desktop lets users stream My Drive and shared drives from their desktop without
downloading all of their files

D Only allow Google Drive for desktop on authorized devices & A E gE D e‘" ce

This will only enable access on devices that are managed by your organization, ThIB Ilst of
authorized devices can be defined here . Learn more B

Show Google Drive for desktop download link
Allow users to install Google Drive for desktop by downloading an installer from the Drive web
application

Allow users to enable real-time presence in Microsoft Office from Google Drive for desktop
Real-time presence allows users to see who else is editing shared Microsoft Office files

o Most changes take effect in a few minutes. Learn more
You can view prior changes in the Audit log

CANCEL SAVE

PiEE = O(®)
o= -

B CESER e ES |

. EEtuEE
SR
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0000 Drive
Shared drive creation [] Prevent users in trident365.com from creating new shared drives
Applied at ‘trident363.com’ Use this setting to protect your organization from misuse of shared drives. Review best practices for

shared drvepermissions. B FUR] DL E 2O, X A AUBR A B 1% BT

Organizational unit for new shared drives
When users in trident365.com create a shared drive, it will be assigned to the following organizational unit

O The creator’s organizational unit

@ Selected organizational unit:

trident365.com Change

When people in trident365.com create shared drives, these are the default settings. The settings won't
change if a shared drive is moved to a different organizational unit. To override individual shared drive
settings, go to Manage shared drives.

Allow members with manager access to override the settings below

Allow users outside trident365.com to access files in shared drives E = 5- % ﬂ Eq # 1 Dr“,e

This setting depends on Sharing outside of trident365.com. Learn more
Allow people who aren't shared drive members to be added to files
[] Allow viewers and commenters to download, print, and copy files
23r AN £ 34 == q
R FHRRREN

Allow content managers to share folders
Learn more

Most changes take effect in a few minutes. Learn more
‘¥ou can view prior changes in the Audit log

OOTimOOOODQOOd Drive

ArEHF RimbEE

Project X

goboboooon

( IE& O0O0000O0CO000D0OOOO00OoOooOOOdDbriveDOOoOoOooOOO >
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ooy

ogle Workspace > Settings for Drive and Docs > Migration Settings

Showing settings for users in trident365.com

o Drive and Docs

Migration Settings ~
Users h
User Options [ _allow editors to move files into shared drives.
Groups > Applied at ‘trident365.com’ By default, only file owners can move files from My Drive to shared drives. If selected, people in
trident365.com with file edit access will also be able to move files owned by anyone in
Organizational Units ~ trident365.com. Learn more
Search for organizational units Most changes take effect in a few minutes. Leam more.

You can view pricr changes in the Audit log
~  trident365.com

Contractors CANCEL SAVE

Employees

O Drive and Docs>Mange shared drives0 0 000000 O DriveJ0 000 0O OO ManagersO 00O
00 o000oo00oooooooooOoTimOOOOODODO0OO0OO0DOODOO00OOO0OO
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©

Shared drive settings

Allow managers to modify shared drive settings

Access

Allow people outside of trident365.com to access files

Only applies if this shared drive’s organizational unit allows sharing
outside trident365.com. View Drive sharing settings

Allow people who aren't shared drive members to access files
Role permissions

Allow content managers to share folders

[[] Allow viewers and commenters to download, print, and copy files

04

Your company allows external sharing of documents but your CEO is concerned about how documents
are shared externally. As the administrator, which additional protections might you put in place?
(Choose 2)

1. Require a Google sign in when viewing a shared file

2. Enable the feature that warns users when sharing outside the organization
3. Allow users to share publicly

4. Ensure users are only allowed to share with users in the global directory.

Your company wants to adopt the policy that new documents will be shared internally with everyone
in the company. This way users won't have to explicitly share new documents with others. What'’s the
recommended way to set this up?

1. Have users save their docs to a Google Group that everyone belongs to

2. Have users save their docs to a shared drive that everyone belongs to

3. Change Link Sharing Defaults to “ON - Primary target audience with the link”
4. Have users save their docs to a My Drive folder that is shared with everyone

From which places can you transfer file ownership from one user to another? (Choose 2)

1. From the user's My Drive folder
2. The user's profile in the admin console
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3. From the Drive and Docs service settings page
4. When deleting a user from the admin console

A user left your company last month and you deleted their Google Workspace account 15 days ago.
You have been contacted as the administrator and asked if you can recover the deleted user's
documents. What should you do?

1. Advise the requester that you cannot restore a deleted user's files.

2. Advise the requestor that 14 days after account deletion, all data is purged so you cannot
recover any documents

3. Restore the user, transfer the files to a new owner, and delete the user again.

4. Restore the files from the deleted user's account

Which of the following actions can you NOT take as administrator from the Managed shared drives
area in the admin console?

1. View drive contents

2. Manage members

3. Delete a shared drive

4. Restore a deleted drive or files

5. Manage shared drive sharing settings
1
0 O MobileDevicePolicis 0 OO OO O O BYOD
Devices | Mobile and endpoints » Universal Settings > General |

IjT Universal Settings Showing settings for users in trident365.com
General ~

Organizational Units A

Search for organizational units Mobile management
= Applied at ‘trident365.com YYou need to set up an Apple Push Certificate for advanced i0S Set up Certificate

~  trident365.com

Contractors

Employees

Executive

View features

(® custom

Android Advanced
ios unmanaged

Google Sync Unmanaged

:‘ Turn off mobile management (Unmanaged)
No admin control of devices. You can still see which devices access work data

2 unsaved changes CANCEL SAVE
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Send monthly report of inactive company owned devices to super administrators

= ON
ings
Also Notify
~
Camera (3
Applied 2t trident365.com o The setting below can take effect only when option of mobile management is set to ‘Advanced’.
Allow camera
ON
Device approvals Require admin approval |
Applied at ‘rrident365.com Learn more
Send approval request emails to:
zzt@trident365.com
2unsaved changes ~ CANCEL SAVE
Compromised devices

Applied &t ‘trident365.com (? Applies only to your users with Google Workspace Business Plus licenses. Learn more

o The setting below is in effect as long as option of mobile management is set to Advanced

Block compromised Android devices
Learn more

The setting below can take effect only when option of mobile management is set to Advanced

Block jailbroken i0S devices.
Note: If you choose to block jailbroken i0S devices, your i0S users will need to install the Google Device
Policy app. Learn more

Most changes take effect in a few minutes. Learn more
‘You can view prior changes in the Audit log

1 unsaved change =~ CANCEL SAVE
+ Data Access
. Showing settings for users in trident365.com
tings
Data Access ~
~
Endpoint Verification Monitor which devices access organization data
Applied at ‘trident365.con ON
Android Sync drk data to sync on Android devices.
Applied at 'trident365.com’
o Most changes take effect in a few minutes. Learn more
“You can view prior changes in the Audit log
CANCEL

i0S syne Allow workd data to sync on i0S devices
Applied at 'trident365.com’ ON
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Mabile and endpoints >| Android settings > Work profile

Showing settings for users in trident365.com

E’ Android settings

Work profile ~
Organizational Units -

Work Profile Setup

Search for organizational units at ‘trident365.com (3 Applies only to your users with Google Workspace Business Plus licenses. Learn more

-  frident365.com

Manage work profile setup on Android devices managed with the Google Apps Device Policy app. This

Contractors setting doesn't apply to devices with Android Device Policy because a work profile is required. Learn more

Employees

Executive @ The setting below is in effect as long as option of mobile management is set to Advanced

Enable work profile creation
Note: existing work profiles set up on registered devices are not affected

'::) Work profile creation will be optional
Users can sync corporate data.

'@) Enforce work profile creation
Only applies to devices that support work profile

unsaved change ~ CANCEL SAVE

o2

OO00O0OMobileDevice 00O OJODDOOOO0OOODOOODOOOODOODOOOODOOO

o3

gobooobboooobboooboboon

oS

What icon do you click on the admin console in order to access the Google Device Management
toolset?

1. Apps

2. Company profile

3. Mobile Management
4. Devices

Which of the following features are only available in advanced management? (Choose 2)

1. Android work profiles
2. Device approvals

3. Android app management
4. Remote account wipe

How can you automatically manage a device that falls out of compliance with your organization's
policies?

1. Add a compliance rule
2. Add a device management rule

000 - https://www.trident365.com/
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3. Add a data loss prevention (DLP) rule
4. Any of the options here

An end user in your organization has lost their device. This is a personal device with a work profile.
Based on this training, what would be your next step?

1. Suspend the user

2. Immediately get your user a new mobile device

3. Wipe the device to remove the user's work profile

4. Ask the user where they think they lost the device, and wait for them to find it

Google Vault
00000000 dArchiveD E-Discoveryd O 0O 0O O 0O O O O Gmail,Drive,Chat,Meet,Groupst

o1l

= Google Vault

Home > Retention

DEFAULT RULES customRruLes | (ED setings (D

(i ) YBegan now create Vault retention rules based on Drive labels. Leam more about label based retention

No custom rules

Q, Filter by service, entity, condition, or actions

Service Status Entity Conditions Duration Action after expiration
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Create custom retention rule

° Service Service

M cmail

o Scope Organizational unit
Executive

° Condition: Date sent Terms a: ﬁi E‘—J— |\ET-| ;E @

(Optional)

° Duration and action Duration
Keep messages indefinitely or purge them from Google systems when the retention period expires

Retention period

Days Start of retention perioc

1825 Date when messages are sent or received

Action after expiration
Choose which messages to purge after the retention period expires

@ Purge only permanently deleted messages |@

O Purge messages from Gmail mailboxes and permanently deleted messages. This rule doesn't affect drafts. @

O Purge messages from Gmail mailboxes and permanently deleted messages. This rule purges drafts. @

BACK CREATE

Create custom retention rule for Gmail

Keep messages 1825 days after sending. After expiration, purge only
permanently deleted messages.

| understand the following:

Holds still apply and take priority over custom and default retention
rules.

After expiration, this rule purges only permanently deleted messages. |
might not be able to recover the messages later.

CANCEL  ACCEPT
000000 DOGmailgo

gooogdoiood

Create default retention rule for Gmail

° Duration and action Duration
Keep messages indefinitely or purge them from Google systems when the retention period expires

Retention period

Days Start of retention period

365 Date when messages are sent or received

Action after expiration
Choose which messages to purge after the retention period expires

@ Purge only permanently deleted messages @

O Purge messages from Gmail mailboxes and permanently deleted messages. This rule purges drafts. @@

CREATE
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Saved search queries

A list of accounts with data on litigation hold

A list of the accounts that can access the matter
Export sets for the matter

An audit trail for the matter

ke whe

o3

Create matter

Enter a matter name

'\ Project X related messages|

Description (optional)

CANCEL  CREATE
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SEARCH HOLDS EXPORTS

Search  save CLEAR

M Gmail

All data

Entity
Specific accounts

lars.ericsson@trident365.com, jon.baird@trident365.com|

Time zone
(GMT+09:00) Japan Standard Time — Tokyo

Date sent (optional) @@

Start date f] Enddate =)

Terms (optional) @

10 Exclude email drafts @

SEARCH COUNT EXPORT
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Create export

Mame

@ nclude Gmail confidential mode content @
@ Exportlinked Drive files @

Data region

No preference i ]
Format

PST i ]

A\ Download your export promptly because it's deleted 15 days after
you start it

CANCEL  EXPORT

000000000 Hold
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Share settings

Link to share (only accessible to collaborators)

vault.google.com/matter/d07d3cbe-e2f0-4998-96cf-7750f8fbb0dd |_|:|

Invite people
Only authorized email addresses will work. Learn more

Account email addresses

B Send an email notification to all recipients and include me

Who has access

SRAERE Is owner
zzt@trident365.com

CANCEL SAVE

o4

gobogoboooboooaon

o6

How long are export files available for download?

1. 15 days

2. Indefinitely

3. 30 days

4. Until the matter is closed

What constraints/filters are available in the search form? (Choose 3)/q> - Organizational Unit (OU)
- Data Type (Mail, Drive etc) - Domain - Specific Accounts When is a default retention rule
applied to a message or a file? - Only when there are no applicable custom retention rules or
holds in place - Always unless the user is on hold - Always unless a custom retention rule applies -
Always, default retention rules take precedence over custom retention rules and holds What data
types are supported by Vault? (Choose 3) - Contacts - Blogs - Groups - Drive - Meet - ## 1 110
OReportsO OO DOOO#MOO2
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« 1l [ Reporting ) Reporting » Audit and investigation

Overview
o In the coming months, the Audit and |
» Apps Reports the Reports privilege before this chan
Cost Reports

D\ Search Create reporting rule
» User Reports

» Devices
Admin log events -
¢ Audit and investigation

Admin data action lo 4

events + Add a filter

Admin log events

Calendar log events SEARCH

Admin log events - = Filter = Condition builder
SEARC  ° N
Event -

Shov

Search
Date Description
202501 ©NNED For Mobile Devi
202501  No pinned items For Mobile Devi
202501 For Mobile Devi

USER SETTINGS N

202501 For Mobile Devi

2-5tep Verification Scratch Codes De...
202501 For Mobile Devi
207501 2-5tep Verification Scratch Codes Ge... Eor Mobile Devi
sa25.01.  3-Legged OAuth Device Tokens Revo... Eor Mahile Davi
202501  3-Legged CAuth Token Revoke For Mobile Devi
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Admin log events - = Filter
Is -
SEARC

User Creation -

Shov
APPLY
Date
goood

Showing 1-9 of 9 results Export all
Date - Event Description Actor
2025-01-19T10:38:15+09:00 User Creation Mark.Jones(@trident365.com created zzt@trident365.com
2025-01-19T10:38:15+09:00 User Creation Will. Marconi@trident365.com created zzt@trident365.com
2025-01-19710:38:15+09:00 User Creation Lars.Ericsson@trident365.com created zzt@trident365.com
2025-01-19710:38:15+09:00 User Creation Jon.Baird@trident365.com created zzt@trident365.com
2025-01-19710:38:15+09:00 User Creation Tom.Edison@trident365.com created Zzt@trident365.com
202501-19T10:38:15+09:00 User Creation alex.bell@trident365.com created zzt@trident365.com
2025-01-19710:38:15+09:00 User Creation Samantha.Morse@trident365.com created zzt@trident365.com
2025-01-19710:38:15+09:00 User Creation Timothy. Lee@trident365.com created zzt@trident365.com
2025-01-19T10:38:15+09:00 User Creation Ellie.Gray@trident365.com created zzt@trident365.com

#0030 0Emaild 0,000 0 Rules

Rules

Google protects you by default [ Create alerts from audit logs events @ Classify and protect sensitive content
with system defined rules, you will be notified when Use reporting rules to get alerts when specific events Use data protection rules to apply classification labels or
important events occur in your organization, like tracked in audit logs occur. Learn more prevent users from sharing content that meets specific
phishing, malware, suspicious activities, and more. conditions. Learn more
Learn more
View list Viewlist ~ Create rule View list

Rules Createrule ¥ Investigate  Download

=+ Add afilter
Name Status Ruletype (@ Actions Alerts Last modified 4

[Default] United States - Social Security Number

Detects when a document containing “United States - Social Security Number” Active Data protection Warn on external sharing off 1/19/25 9:56AM
[E?gea;g]vljw":neg g:z\?rsr-eﬁfsgﬁtuar\‘mng “United States - Passport” has been shar... Active Data protection Warn on extemnal sharing off 1/19/259:56AM
[El):geacli“sﬂvl::ﬂn;‘neg g:)actjriémaggaj\;gzﬁ%tlggnsttigismﬁgtional Provider Identifi.. Active Data protection Warn on external sharing orr 1/19/25 856 AM
[Default] United States - Individual Taxpayer Identification Number Active Data protection Warn on extemal sharing off 1/19/25 9:56 AM

Detects when a document containing "United States - Individual Taxpayer Ident...

IPinfritt] Linitd Ctntar  CRA Anmrund Drnnnrindinn M

<note>[ 30 RulesJO O O Activity rules, D0 D00 OO0 OO O OO OO O O Data Protection rules,0 O
000000000 </note> O Reporting Rulest O O O
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Create new rule

ule details and scope o Conditions e Actions 0 Review

Conditions
Create or modify the conditions for this rule.

Admin log events - = Filter =

SEAR S N
LIser Suspension -
PREVIO
APPLY

Select a severity level to group rule incidents together in alert center and email notifications.

Severity
Medium w7

Send to alert center

Alerts in alert center include additional in-depth details that enable you to take action against issues and support collaborative
resolution with other administrators in your domain. We recommend enabling this setting. Learn more

Send email notifications

All super administrators

& Add email recipients +

#0004 Email0 000 Email Log search, 0 0000000

https://www.trident365.com/ Printed on 2025/12/10 17:19


https://www.trident365.com/lib/exe/detail.php?id=resources%3Acourses%3Agws_c2&media=resources:courses:pasted:20250122-234011.png
https://www.trident365.com/lib/exe/detail.php?id=resources%3Acourses%3Agws_c2&media=resources:courses:pasted:20250122-234122.png

2025/12/10 17:19 35/37 020 O O0GWS

» [0 Devices Email log search
. Use email log search to find email messages your users send and receive. Learn about email log search
ooz Apps
» 4 Generative Al Predefined search Custom search
3 @ Security
» (3 Data

Select an option*

« i, Reporting All messages from today

Overview IF

-

Apps Reports

Cost Reports Search

-

User Reports

0 results

-

Devices

-

Audit and investigation Subject (or Message ID)

Email Log Search

Google Workspace Apps
Menthly Uptime

Carbon Footprint (TE0)

## 0 O 7 What is editable in a System Defined Rule? - Scope - Scope and Actions - Actions - Condition
Your IT manager would like to know what changes have been made to your Google Workspace
organizations settings. Where would you find this information? - Admin audit log - Refer to the audit
log for each service and build an aggregated report - Use a BigQuery export What information can you
find on the main report (the highlights) page? (Choose 3) - Apps usage - Admin account status -
Users account status - External file sharing# 0 0 00 000000000000 O000O0O #0

010000000000 00DO000000200b0b00o0obO0obOUOOoXTOobooDoobOoDo
gooo
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Add a domain

If your organization owns multiple domains, add them all to your organization's Google account. Let users at different domains share Google services as one

organization, or give them an identity at multiple domains. Learn more

o Domain name

Enter domain name
|} T, e

e Select a domain type

(® secondary domain

Manage separate teams of users at different domains you own, or

replace trident365.com (primary domain) with zhangzt315.com

zzt@trident365.com Primary domain

o joeGillnfmm"nTpll- " p— Secondary domain

For example, if you signed up for Google Workspace with
trident365.com (primary domain), you can add zhangzt315.com for a
separate team you manage.

o Each domain has a separate set of users

o Users you add to the secondary domain get an email address for that
domain

& Users in different domains can collaborate with services, such as
Google Drive, Meet, and Chat, as one organization

o You can make a secondary domain the primary domain for your

organization's Google account

Let’s set up your domain

User alias domain

Give users an alternate email address (alias) at a different domain you

own at no extra cost

K primary email zzt@trident365.com

4" ‘email alias zzt @ A

For example, if you signed up for Google Workspace with
trident365.com (primary domain), you can add zhangzt315.com to give

users an additional identity.

o Each user gets an email address at both your primary and user alias
domain

o Users can send and receive email with either address

o Each mailing group gets an email address at both your primary and

user alias domain

Cancel Add domain & start verification

® Verify you OWN 5000 1. 90 M © in
Once we verify ownership, you can start using Google Workspace apps and

unlock advanced features

® Start using Gmail with your domain 10 min

We'll help you set up Gmail so that all email addresses

@""N P == B 8™ ill start receiving emails in Gmail. Completing this
step is essential for receiving emails in Gmail. You will be asked to include
all email addresses that are already set up with your domain.

Get started

#OD200 000 000000000000 000GoogleDrivedd O[]
Admin>Account>.Domains>Allowlisted domains <note>1.0 0000 00GWSOOOOOOO([
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Printed on 2025/12/10 17:19


https://www.trident365.com/lib/exe/detail.php?id=resources%3Acourses%3Agws_c2&media=resources:courses:pasted:20250123-103752.png
https://www.trident365.com/lib/exe/detail.php?id=resources%3Acourses%3Agws_c2&media=resources:courses:pasted:20250123-103913.png

2025/12/10 17:19 37/37 020 O0OGWS

2Primary0 0000000000000 O0DO0OOODOOO0OOODOODOO2000 </note> ## 008
Your company regularly works with another company that also uses Google Workspace and you wish
to make it easier for users to collaborate using Drive. What action would you take? - Add their
primary domain, subdomains and any aliases to your list of trusted/allowed domains - Add
their primary domain to your list of allowed domains - Create a domain alias using their domain name
in your Google Workspace account - Add their domain name to your list of trusted domains Your
organization has just purchased another company that has their own domain. They will be using
Google Workspace and you want them to be able to continue receiving email to their existing
address. What approach would you take? - Create a new Google Workspace account and add the
domain as the primary domain for that account. - Add the new domain as a new (secondary)
domain to your Google Workspace account. - Add the new domain as a subdomain to your
Google Workspace account - Add the new domain as a domain alias to your Google Workspace
account. Which of the following are true about a domain alias? (Choose 2) - Domain aliases can be
applied to the primary and any secondary domains from the admin console - Domain aliases do not
require additional Google Workspace licenses - Domain aliases require additional Google
Workspace licenses - Domain aliases can only be applied to the primary domain from the
admin console# 0000000 000000 ## 00000000 O0OQ- GWMME: GWS Migration
for Microsoft Exchange - GWM: GWS Migrate - GWMHN: GWS for HCL Notes - DMS: Data Migration
Service ### 00 0O OO0 O0O[Q- GWMMO: GWS Migration for Microsoft Outlook - 0 0 0 OO

O [JCalendar/Contacts ### 0 0 0O 00O O O O Gmail,Docst O GoogleCloudStorage 0O O O O

O Gmail[JCalendar{JContacts] ## Troubleshooting GWS - Status dashboard - Connect with help
Assistant - View important alerts - Search for help - Contact Google support 0 00 0 O - Google admin
toolbox https://toolbox.googleapps.com/apps/main/ - Browser Debugger
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