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Mike Chapple CISM Chapter Essentials

Chapterl Today's Information Security Manager

Know the three objectives of cybersecurity. Confidentiality ensures that unauthorized individuals
are not able to gain access to sensitive information. Integrity ensures that there are no unauthorized
modifications to information or systems, either intentionally or unintentionally. Availability ensures
that information and systems are ready to meet the needs of legitimate users at the time those users
request them. Describe how information security strategies should be aligned with
organizational goals and objectives. As information security managers develop their plans, they
should use reliable techniques to assess the current state of the program, such as threat research,
SWOT analysis, and gap analysis. They may then identify the initiatives that will move the
organization from the current state to its desired state. Explain how security strategies are
influenced by internal and external factors. Security strategies must be aligned with the
business, but they must also incorporate other influences. Information security managers must
remain abreast of emerging technologies, social media, the business environment, the organization's
risk tolerance, regulatory requirements, third-party considerations, and the threat landscape as they
develop, monitor, and revise cybersecurity strategies. Know why stakeholder commitment and
communication are essential to success. As information security leaders roll out new strategies,
they must ensure that they have the support of senior leaders and other stakeholders. They may do
this by clearly outlining how information security supports the organization's broader goals and
objectives, identifying the business impact of security initiatives, and identifying clear success
criteria. Explain how security controls may be categorized based on their mechanism of
action and their intent. Controls are grouped into the categories of managerial, operational, and
technical based on the way that they achieve their objectives. They are divided into the types of
preventive, detective, corrective, deterrent, compensating, and physical based on their intended
purpose. Describe the diverse impacts of data breaches on organizations. When an
organization suffers a data breach, the resulting data loss often results in both direct and indirect
damages. The organization suffers immediate financial repercussions due to the costs associated with
the incident response, as well as long-term financial consequences due to reputational damage. This
reputational damage may be difficult to quantify, but it may also have a lasting impact. In some
cases, organizations may suffer operational damage if they experience availability damages,
preventing them from accessing their own information. Explain why data must be protected in
transit, at rest, and in use.Attackers may attempt to eavesdrop on network transmissions
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containing sensitive information. This information is highly vulnerable when in transit unless protected
by encryption technology. Attackers also might attempt to breach data stores, stealing data at rest.
Encryption serves to protect stored data as well as data in transit. Data is also vulnerable while in use
on a system and should be protected during data processing activities. Know how data loss
prevention (DLP) systems block data exfiltration attempts. DLP technology enforces
information handling policies to prevent data loss and theft. DLP systems may function at the host
level, using software agents to search systems for the presence of sensitive information. They may
also work at the network level, watching for transmissions of unencrypted sensitive information. DLP
systems detect sensitive information using pattern-matching technology and/or digital watermarking.
Explain how data minimization reduces risk by reducing the amount of sensitive
information that we maintain. In cases where we cannot simply discard unnecessary information,
we can protect information through de-identification and data obfuscation. The tools used to achieve
these goals include hashing, tokenization, and masking of sensitive fields.

Chapter2 Information Security Governance and Compliance

Governance programs guide and direct security efforts. Information security governance
efforts should integrate with other corporate governance programs to support both the business's
goals and its security strategy. Organizations should draw on existing governance frameworks, such
as COBIT and the I1SO standards, to avoid redundant effort and to align with industry best practices.
Policy frameworks consist of policies, standards, procedures,and guidelines. Policies are
high-level statements of management intent for the information security program. Standards describe
the detailed implementation requirements for policies. Procedures offer step-by-step instructions for
carrying out security activities. Compliance with policies, standards, and procedures is mandatory.
Guidelines offer optional advice that complements other elements of the policy framework.
Organizations often adopt a set of security policies covering different areas of their
security programs. Common policies used in security programs include an information security
policy, an acceptable use policy, a data ownership policy, a data retention policy,an account
management policy, and a password policy. The specific policies adopted by any organization will
depend on that organization's culture and business needs. Policy documents should include
exception processes. Exception processes should outline the information required to receive an
exception to security policy and the approval authority for each exception. The process should also
describe the requirements for compensating controls that mitigate risks associated with approved
security policy exceptions. Organizations face a variety of security compliance requirements.
Merchants and credit card service providers must comply with the Payment Card Industry Data
Security Standard (PCI DSS). Organizations handling the personal information of European Union
residents must comply with the EU General Data Protection Regulation (GDPR). All organizations
should be familiar with the national, territory, and state laws that affect their operations. Standards
frameworks provide an outline for structuring and evaluating cybersecurity programs.
Organizations may choose to base their security programs on a framework, such as the NIST
Cybersecurity Framework (CSF) or International Organization for Standardization (ISO) standards. U.S.
federal government agencies and contractors should also be familiar with the NIST Risk Management
Framework (RMF). These frameworks sometimes include maturity models that allow an organization
to assess its progress. Some frameworks also offer certification programs that provide independent
assessments of an organization's progress toward adopting a framework. Audits and assessments
monitor compliance with requirements. Audits are externally commissioned, formal reviews of
the capability of an organization to achieve its control objectives. Assessments are less rigorous
reviews of security issues, often performed or commissioned by IT staff. Organizations providing
services to other entities may wish to conduct a service organization controls (SOC) audit under SSAE
18.
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Chapter3 Information Risk Management

Know how risk identification and assessment helps organizations prioritize cybersecurity
efforts. Cybersecurity analysts try to identify all of the risks facing their organization and then
conduct a business impact analysis to assess the potential degree of risk based on the probability that
it will occur and the magnitude of the potential effect on the organization. This work allows security
professionals to prioritize risks and communicate risk factors to othersin the organization. Know that
vendors are a source of external risk. Organizations should conduct their own systems
assessments as part of their risk assessment practices, but they should conduct supply chain
assessments as well. Performing vendor due diligence reduces the likelihood that a previously
unidentified risk at a vendor will negatively impact the organization. Hardware source authenticity
techniques verify that hardware was not tampered with after leaving the vendor's premises. Be
familiar with the risk management strategies that organizations may adopt. Risk avoidance
strategies change business practices to eliminate a risk. Risk mitigation techniques reduce the
probability or magnitude of a risk. Risk transference approaches move some of the risk to a third
party. Risk acceptance acknowledges the risk and continues normal business operations despite the
presence of the risk. Understand how disaster recovery planning builds resiliency. Disaster
recovery plans activate when an organization experiences a natural or human-made disaster that
disrupts normal operations. The disaster recovery plan helps the organization quickly recover its
information and systems and resume normal operations. Be familiar with the privacy controls
that protect personal information. Organizations handling sensitive personal information should
develop privacy programs that protect that information from misuse and unauthorized disclosure. The
plan should cover personally identifiable information (PIl), protected health information (PHI), financial
information, and other records maintained by the organization that might impact personal privacy.

Chapter4 Cybersecurity Threats

Be able to describe several key attributes in which threat actors differ. We can classify
threat actors using four major criteria. First, threat actors may be internal to the organization, or they
may come from external sources. Second, threat actors differ in their level of sophistication and
capability. Third, they differ in their available resources and funding. Finally, different threat actors
have different motivations and levels of intent. Know the many different sources of threat
actors. Threat actors may be very simplistic in their techniques, such as script kiddies using exploit
code written by others, or quite sophisticated, such as the advanced persistent threat posed by
nation-state actors and criminal syndicates. Hacktivists may seek to carry out political
agendas,whereas competitors may seek financial gain. We can group hackers into white-hat, gray-
hat, and black-hat categories based on their motivation and authorization. Be able to explain how
attackers exploit different vectors to gain initial access to an organization. Attackers may
attempt to gain initial access to an organization remotely over the Internet,through a wireless
connection, or by attempting direct physical access. They may also approach employees over email
or social media. Attackers may seek to use removable media to trick employees into unintentionally
compromising their networks, or they may seek to spread exploits through cloud services.
Sophisticated attackers may attempt to interfere with an organization's supply chain. Know how
threat intelligence provides organizations with valuable insight into the threat landscape.
Security teams may leverage threat intelligence from public and private sources to learn about
current threats and vulnerabilities. They may seek out detailed indicators of compromise and perform
predictive analytics on their own data. Threat intelligence teams often supplement open source and
closed source intelligence that they obtain externally with their own research. Be able to explain
why security teams must monitor supply chain risks. Modern enterprises depend on hardware,
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software, and cloud service vendors to deliver IT services to their internal and external customers.
Vendor management techniques protect the supply chain against attackers seeking to compromise
these external links into an organization's network. Security professionals should pay particular
attention to risks posed by outsourced code development, cloud data storage, and integration
between external and internal systems.

Chapter5 Information Security Program Development and Management

Be able to describe the purpose of the charter. The core of the charter is the scope statement,
which defines the security objectives included in the program and the portion of the organization
covered by the program. The charter should also address the business purpose of the program, a
statement of authority, roles and responsibilities,governance structures, documentation, enforcement
mechanisms, and processes for periodic program reviews. Know how metrics are used to assess
the efficiency and effectiveness of the information security program. Key performance
indicators (KPIs) are metrics that demonstrate the success of the security program in achieving its
objectives. KPIs look at historical performance. Key goal indicators (KGIs) measure progress toward
defined goals. Key risk indicators (KRIs) try to quantify the security risk facing an organization. KRIs
look forward at future potential risks. Be able to explain how security training and awareness
ensures that individuals understand their responsibilities. Security training programs impart
new knowledge to employees and other stakeholders. They should be tailored to meet the specific
requirements of an individual's role in the organization.Security awareness programs seek to remind
users of the information they have already learned, keeping their security responsibilities top-of-mind.
Know that security managers are people managers. Security managers lead a team of
professionals and are responsible for the motivation, development, and management of those team
members. This includes providing training that helps employees keep their skills current and
certifications that help employees validate their skills. Know that security managers are financial
managers. Security managers bear responsibility for managing a budget allocated to the information
security program. They must understand how the fiscal year used by their organization affects funds
availability and how to work within the budgeting and accounting processes used by their
organization. Be able to explain how information security must work closely with other
business functions. Security managers should cultivate relationships with other business leaders to
ensure that security is well integrated with other business functions. This includes integrating with the
human resources function for employee hiring,transfers, and termination. It also includes aligning with
procurement and accounting functions for product and service acquisitions. Security leaders should
also work carefully with other information technology leaders and the organization's auditors.

Chapter6 Security Assessment and Testing

Be able to list the vulnerabilities that exist in modern computing environments.
Cybersecurity professionals should remain aware of the risks posed by vulnerabilities both on-
premises and in the cloud. Improper or weak patch management can be the source of many of these
vulnerabilities, providing attackers with a path to exploit operating systems, applications, and
firmware. Weak configuration settings that create vulnerabilities include open permissions, unsecured
root accounts, errors, weak encryption settings,insecure protocol use, default settings, and open ports
and services. When a scan detects a vulnerability that does not exist, the report is known as a false
positive. When a scan does not detect a vulnerability that actually exists, the report is known as a
false negative. Know the purpose of threat hunting. Threat hunting activities presume that an
organization is already compromised and search for indicators of those compromises. Threat hunting
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efforts include the use of advisories, bulletins, and threat intelligence feeds in an intelligence fusion
program. They search for signs that attackers gained initial access to a network and then conducted
maneuver activities on that network. Know the purpose of vulnerability scans. Vulnerability
scans leverage application, network, and web application testing to check for known issues. These
scans may be conducted in a credentialed or noncredentialed fashion and may be intrusive or
nonintrusive,depending on the organization's needs. Analysts reviewing scans should also review logs
and configurations for additional context. Describe how penetration testing places security
professionals in the role of attackers. Penetration tests may be conducted in a manner that
provides the testers with full access to information before the test (white box), no information at all
(black box), or somewhere in between those two extremes (gray box). Testers conduct tests within
the rules of engagement and normally begin with reconnaissance efforts, including war driving, war
flying, footprinting, and open source intelligence (OSINT). They use this information to gain initial
access to a system. From there, they seek to conduct privilege escalation to increase their level of
access and lateral movement/pivoting to expand their access to other systems. They seek to achieve
persistence to allow continued access after the vulnerability they initially exploited is patched. At the
conclusion of the test, they conduct cleanup activities to restore systems to normal working order and
remove traces of their activity. Describe how bug bounty programs incentivize vulnerability
reporting. Bug bounty programs allow external security professionals to probe the security of an
organization's public-facing systems. Testers who discover vulnerabilities are provided with financial
rewards for their participation. This approach is a good way to motivate hackers to work for good,
rather than using discovered vulnerabilities against a target. Know how to use cybersecurity
exercises to ensure that teams are prepared for security incidents. Exercises are designed to
test the skills of security professionals. Blue teams are responsible for managing the organization's
defenses. Offensive hacking is used by red teams as they attempt to gain access to systems on the
target network. White teams serve as the neutral moderators of the exercise. Purple teaming is
conducted after an exercise to bring together the red and blue teams for knowledge sharing.

Chapter7 Cybersecurity Technology

Know the role of endpoint security technologies in an enterprise cybersecurity program.
Antimalware software protects endpoint devices from many different threats. Antimalware software
uses signature detection and heuristic detection to prevent malware infections. Endpoint detection
and response (EDR) platforms manage the detection, containment, investigation, and remediation of
endpoint security incidents. Data loss prevention (DLP) systems prevent the unauthorized exfiltration
of sensitive data. Change and configuration management systems maintain secure system
configurations, whereas patch management ensures that security updates are consistently applied.
System hardening techniques close holes that might be exploited by an attacker. Explain the role of
network segmentation. Network segmentation techniques place systems and users of different
security levels on different network segments, containing the damage caused by a potential security
incident. Firewalls provide segmentation of networks into security zones, whereas VLANs group users
and devices by function. Understand the security requirements for routers, switches,and
other network devices. Routers and switches must be protected against unauthorized physical
access to avoid compromise. Switch security techniques include VLAN pruning, the prevention of
VLAN hopping, and port security. Router security techniques include the use of access control lists to
filter traffic and quality of service controls to prioritize important network use. Explain the three
major cloud service models. In the anything-as-a-service (XaaS) approach to computing, there are
three major cloud service models. Infrastructure-as-a-service (laaS) offerings allow customers to
purchase and interact with the basic building blocks of a technology infrastructure. Software-as-a-
service (Saa$S) offerings provide customers with access to a fully managed application running in the
cloud. Platform-as-a-service (PaaS) offerings provide a platform where customers may run
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applications that they have developed themselves. Describe the four major cloud deployment
models. Public cloud service providers deploy infrastructure and then make it accessible to any
customers who wish to take advantage of it in a multitenant model. The term private cloud is used to
describe any cloud infrastructure that is provisioned for use by a single customer. A community cloud
service shares characteristics of both the public and private models. Community cloud services do run
in a multitenant environment, but the tenants are limited to members of a specifically designed
community. Hybrid cloud is a catch-all term used to describe cloud deployments that blend public,
private, and/or community cloud services together. Understand the shared responsibility model
of cloud security. Under the shared responsibility model of cloud security,cloud customers must
divide responsibilities between one or more service providers and the customers' own cybersecurity
teams. In an laaS environment, the cloud provider takes on the most responsibility,providing security
for everything below the operating system layer. In Paa$, the cloud provider takes over added
responsibility for the security of the operating system itself. In SaaS, the cloud provider is responsible
for the security of the entire environment, except for the configuration of access controls within the
application and the choice of data to store in the service. Understand secure software
development concepts. Software should be created using a standardized software development
lifecycle that moves software through development, test, staging, and production environments.
Developers should understand the issues associated with code reuse and software diversity. Web
applications should be developed in alignment with industry-standard principles such as those
developed by the Open Web Application Security Project (OWASP). Explain secure code
deployment and automation concepts. Code repositories serve as a version control mechanism
and centralized authority for the secure provisioning and deprovisioning of code. Developers and
operations teams should work together on developing automated courses of action as they implement
a DevOps approach to creating and deploying software. Software applications should be designed to
support both scalability and elasticity. Understand the goals of cryptography. The four goals of
cryptography are confidentiality, integrity, authentication, and nonrepudiation. Confidentiality is the
use of encryption to protect sensitive information from prying eyes. Integrity is the use of
cryptography to ensure that data is not maliciously or unintentionally altered. Authentication refers to
the uses of encryption to validate the identity of individuals. Nonrepudiation ensures that individuals
can prove to a third party that a message came from its purported sender. Explain the differences
between symmetric and asymmetric encryption. Symmetric encryption uses the same shared
secret key to encrypt and decrypt information. Users must have some mechanism to exchange these
shared secret keys. Asymmetric encryption provides each user with a pair of keys: a public key, which
is freely shared, and a private key, which is kept secret. Anything encrypted with one key from the
pair may be decrypted with the other key from the same pair. Explain how digital signatures
provide nonrepudiation. Digital signatures provide nonrepudiation by allowing a third party to
verify the authenticity of a message. Senders create digital signatures by using a hash function to
generate a message digest and then encrypting that digest with their own private key. Others may
verify the digital signature by decrypting it with the sender's public key and comparing this decrypted
message digest to one that they compute themselves using the hash function on the message.
Understand the purpose and use of digital certificates. Digital certificates provide a trusted
mechanism for sharing public keys with other individuals. Users and organizations obtain digital
certificates from certificate authorities (CAs), who demonstrate their trust in the certificate by
applying their digital signature. Recipients of the digital certificate can rely on the public key it
contains if they trust the issuing CA and verify the CA's digital signature. Explain the major
components of an identity and access management program. Identity and access
management systems perform three major functions: identification, authentication, and authorization.
Identification is the process of a user making a claim of identity, such as by providing a username.
Authentication allows the user to prove their identity. Authentication may be done using something
you know, something you have, or something you are. Multifactor authentication combines different
authentication techniques to provide stronger security. Authorization ensures that authenticated
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users may only perform actions necessary to carry out their assigned responsibilities.

Chapter8 Incident Response

Chapter9 Business Continuity and Disaster Recovery
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