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Mike Study Plan WK1:

e Begin Reading Chapter 1 of the CISM Study Guide
e Finish Reading Chapterl of the CISM Study Guide
e Watch LinkedIn CISM1 Section 1-4

¢ CISM Study Guide Chapterl Review Questions

» Take a well-deserved break!

WK2:

e Begin Reading Chapter 2 of the CISM Study Guide
e Finish Reading Chapter2 of the CISM Study Guide
e Watch LinkedIn CISM1 Section 5-9

¢ CISM Study Guide Chapter2 Review Questions

e Take a well-deserved break!

¢ Begin Reading Chapter 3 of the CISM Study Guide
¢ Finish Reading Chapter 3 of the CISM Study Guide
e Watch LinkedIn CISM2 Section 1-6

e CISM Study Guide Chapter3 Review Questions

e Take a well-deserved break!

e Begin Reading Chapter 4 of the CISM Study Guide
e Finish Reading Chapter 4 of the CISM Study Guide
e Watch LinkedIn CISM2 Section 7-12

e CISM Study Guide Chapter4 Review Questions

e Take a well-deserved break!

e Begin Reading Chapter 5 of the CISM Study Guide
e Finish Reading Chapter 5 of the CISM Study Guide
e Watch LinkedIn CISM3 Section 1-4

e CISM Study Guide Chapter5 Review Questions
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¢ Take a well-deserved break!
WKG6:

e Begin Reading Chapter 6 of the CISM Study Guide
Finish Reading Chapter 6 of the CISM Study Guide
Watch LinkedIn CISM3 Section 5-9

CISM Study Guide Chapter6 Review Questions

* Take a well-deserved break!

WKT:

e Begin Reading Chapter 7 of the CISM Study Guide
e Finish Reading Chapter 7 of the CISM Study Guide
e Watch LinkedIn CISM3 Section 10-13

e CISM Study Guide Chapter7 Review Questions

e Take a well-deserved break!

WKS8:

¢ Begin Reading Chapter 8 of the CISM Study Guide
Finish Reading Chapter 8 of the CISM Study Guide
Watch LinkedIn CISM4 Section 1-3

CISM Study Guide Chapter8 Review Questions

e Take a well-deserved break!

WKO:

e Begin Reading Chapter 9 of the CISM Study Guide
e Finish Reading Chapter 9 of the CISM Study Guide
e Watch LinkedIn CISM4 Section 4-6

¢ CISM Study Guide Chapter9 Review Questions

» Take a well-deserved break!
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WHY should you take ISACA's CISM exam after the CISSP? HOW can you do it quickly? Read on...

17] CISM is LESS TECHNICAL than CISSP It focuses much more on process and governance. Your
technical depth from CISSP is more than enough!

2[] CISM is MORE STRATEGIC in its focus than CISSP It provides substantial high value leadership
knowledge, complementing your CISSP foundation, expanding your perspective as a security leader.

300 CISM exam is more narrow in terms of subject matter This makes preparation faster vs CISSP for
most candidates.

HOW can you prepare quickly?

[0 CISM Exam Prep: The Complete Course 11+ hours, FREE on YouTube, https://Inkd.in/g- NnxEP
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[J CISM: The Last Mile ($10 on Leanpub) Targeted coverage of every topic on the exam syllabus.
https://Inkd.in/ds2AWV2q

[ CISM Questions, Answers, and Explanations (ISACA) The book version of 1000 questions is half the
price of the online test bank. https://amzn.to/4471uQl

(0Online Practice Quizzes (PocketPrep) Affordable and effective option to augment what comes with
study guides (~$21/mth). Get it at https://Inkd.in/g5nm6c4k
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Mike Chapple CISM Chapter Essentials

Chapterl Today's Information Security Manager

Know the three objectives of cybersecurity. Confidentiality ensures that unauthorized individuals
are not able to gain access to sensitive information. Integrity ensures that there are no unauthorized
modifications to information or systems, either intentionally or unintentionally. Availability ensures
that information and systems are ready to meet the needs of legitimate users at the time those users
request them. Describe how information security strategies should be aligned with
organizational goals and objectives. As information security managers develop their plans, they
should use reliable techniques to assess the current state of the program, such as threat research,
SWOT analysis, and gap analysis. They may then identify the initiatives that will move the
organization from the current state to its desired state. Explain how security strategies are
influenced by internal and external factors. Security strategies must be aligned with the
business, but they must also incorporate other influences. Information security managers must
remain abreast of emerging technologies, social media, the business environment, the organization's
risk tolerance, regulatory requirements, third-party considerations, and the threat landscape as they
develop, monitor, and revise cybersecurity strategies. Know why stakeholder commitment and
communication are essential to success. As information security leaders roll out new strategies,
they must ensure that they have the support of senior leaders and other stakeholders. They may do
this by clearly outlining how information security supports the organization's broader goals and
objectives, identifying the business impact of security initiatives, and identifying clear success
criteria. Explain how security controls may be categorized based on their mechanism of
action and their intent. Controls are grouped into the categories of managerial, operational, and
technical based on the way that they achieve their objectives. They are divided into the types of
preventive, detective, corrective, deterrent, compensating, and physical based on their intended
purpose. Describe the diverse impacts of data breaches on organizations. When an
organization suffers a data breach, the resulting data loss often results in both direct and indirect
damages. The organization suffers immediate financial repercussions due to the costs associated with
the incident response, as well as long-term financial consequences due to reputational damage. This
reputational damage may be difficult to quantify, but it may also have a lasting impact. In some
cases, organizations may suffer operational damage if they experience availability damages,
preventing them from accessing their own information. Explain why data must be protected in
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transit, at rest, and in use.Attackers may attempt to eavesdrop on network transmissions
containing sensitive information. This information is highly vulnerable when in transit unless protected
by encryption technology. Attackers also might attempt to breach data stores, stealing data at rest.
Encryption serves to protect stored data as well as data in transit. Data is also vulnerable while in use
on a system and should be protected during data processing activities. Know how data loss
prevention (DLP) systems block data exfiltration attempts. DLP technology enforces
information handling policies to prevent data loss and theft. DLP systems may function at the host
level, using software agents to search systems for the presence of sensitive information. They may
also work at the network level, watching for transmissions of unencrypted sensitive information. DLP
systems detect sensitive information using pattern-matching technology and/or digital watermarking.
Explain how data minimization reduces risk by reducing the amount of sensitive
information that we maintain. In cases where we cannot simply discard unnecessary information,
we can protect information through de-identification and data obfuscation. The tools used to achieve
these goals include hashing, tokenization, and masking of sensitive fields.

Chapter2 Information Security Governance and Compliance

Chapter3 Information Risk Management

Chapter4 Cybersecurity Threats

Chapter5 Information Security Program Development and Management
Chapter6 Security Assessment and Testing

Chapter7 Cybersecurity Technology

Chapter8 Incident Response

Chapter9 Business Continuity and Disaster Recovery
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